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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
September 1 2, 2005 has been entered. 

2. Claims 1-7, and 9-13 are currently pending. Claims 1 and 10 are currently 
amended, claims 11-13 are newly added, and claim 8 was cancelled. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-7, and 9-10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Kouznetsov et al. (U.S. Patent 6,892,241) in view of Clapton et al. (U.S. Patent 
6,192,237). 
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Regarding claim 1,3-7, Kouznetsov discloses: 

A method of updating a virus signature database used by anti-virus software 
(column 5 lines 34-41 , lines 55-67 and column 6 lines 41-53); and 

sending virus update requests to a network server to identify to the network 
server updates required by the mobile wireless platform (column 5 lines 34-41 , lines 55- 
67 and column 6 lines 41-53). 

Kouznetsov does not explicitly state that this update data is sent via a signaling 
channel of a mobile telecommunications network to a mobile wireless platform. Clapton 
discloses a system wherein in mobile units (mobile telephones) can send and retrieve 
data via Unstructured Supplementary Services Data (USSD) messages or Short 
Message Service (SMS) messages on a signaling channel on a GSM network (column 
5 line 47 - column 6 line 13). Kouznetsov discusses an embodiment of his virus 
signature update system, which deals with any form, including but not limited to local 
area networks (LANs) and wide area networks (WANs), but states "any number of 
networks may be included" (column 3 lines 33-38). Wireless communication is a well- 
known networking connection medium, and therefore, it is obvious that the virus 
signature update system presented by Kouznetsov can be extended to a wireless 
environment. Sending the update on a signaling channel would have also been obvious 
in light of Clapton's statement, "another benefit for the mobile system is that by the use 
of USSD a signaling channel can be used, instead of a traffic channel" and further 
Clapton states, "the use of a signaling channel is therefore a much more efficient usage 
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of the spectrum capacity" (column 5 lines 35 - 46). Therefore it would have been 
obvious to combine the virus update mechanism in a wireless environment of 
Kouznetsov with the method of sending updates over a signaling channel using USSD 
messages of Clapton, in order to be able to transmit virus updates to wireless clients in 
a GSM network while maintaining a more efficient usage of the spectrum capacity. 

Claim 2 is rejected as applied above in rejecting claim 1. Furthermore, Kouznetsov 
discloses: 

A method according to claim 1 , wherein the update data sent to the mobile 
wireless platform is a virus signature database update (column 5 lines 34-41, lines 55- 
67 and column 6 lines 41-53). 

Claim 9 is rejected as applied above in rejecting claim 1. Furthermore, Kouznetsov 
discloses: 

A method as claimed in claim 1 , wherein said request identifies the current status 
of a virus signature database (column 5 lines 34-41 , lines 55-67 and column 6 lines 41- 
53). 

Regarding claim 10, Kouznetsov discloses: 

A method of protecting a wireless device against viruses, comprising: 
maintaining a database of signatures on a device (column 4 lines 13-17, column 

5 lines 34-41 , lines 55-67 and column 6 lines 41 -53); 
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updating the database by receiving data virus signatures (column 5 lines 34-41 , 
lines 55-67 and column 6 lines 41-53); 

searching for virus signatures contained in the database (column 5 lines 34-41 , 
lines 55-67 and column 6 lines 41-53); 

sending virus update requests to a network server to identify to the network 
server updates required by the mobile wireless platform (column 5 lines 34-41 , lines 55- 
67 and column 6 lines 41-53). 

Kouznetsov does not explicitly state that this update data is sent via a signaling 
channel of a mobile telecommunications network to a mobile wireless platform. Clapton 
discloses a system wherein in mobile units (mobile telephones) can send and retrieve 
data via Unstructured Supplementary Services Data (USSD) messages or Short 
Message Service (SMS) messages on a signaling channel on a GSM network (column 
5 line 47 - column 6 line 13). Kouznetsov discusses an embodiment of his virus 
signature update system, which deals with any form, including but not limited to local 
area networks (LANs) and wide area networks (WANs), but states "any number of 
networks may be included" (column 3 lines 33-38). Wireless communication is a well- 
known networking connection medium, and therefore, it is obvious that the virus 
signature update system presented by Kouznetsov can be extended to a wireless 
environment. Sending the update on a signaling channel would have also been obvious 
in light of Claptons statement, "another benefit for the mobile system is that by the use 
of USSD a signaling channel can be used, instead of a traffic channel" and further 
Clapton states, "the use of a signaling channel is therefore a much more efficient usage 
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of the spectrum capacity" (column 5 lines 35 - 46). Therefore it would have been 
obvious to combine the virus update mechanism in a wireless environment of 
Kouznetsov with the method of sending updates over a signaling channel using USSD 
messages of Clapton, in order to be able to transmit virus updates to wireless clients in 
a GSM network while maintaining a more efficient usage of the spectrum capacity. 


4. Claims 11-13 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Kouznetsov et al. (U.S. Patent 6,892,241 ) in view of Clapton et al. (U.S. Patent 
6,192,237) further in view of Latva-Aho (U.S. Patent Pub. US2002/01681 1 1 A1). 

Regarding claims 11-13, Kouznetsov discloses: 

A method for mobile wireless platform, comprising: 

sending a message from a mobile station to an anti-virus server, wherein the 
message indicates virus signatures stored in the mobile station (column 5 lines 34-41 , 
lines 55-67 and column 6 lines 41-53); 

in response to the message from the mobile station, generating return messages 
at the anti-virus server including virus signatures different from the virus signatures 
stored in the mobile station (column 5 lines 34-41, lines 55-67 and column 6 lines 41- 
53); and 
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sending the return messages from the anti-virus server to the mobile station to 
update the virus signatures stored in the mobile station (column 5 lines 34-41, lines 55- 
67 and column 6 lines 41-53). 

Kouznetsov does not explicitly state that this update data is sent via a signaling 
channel of a mobile telecommunications network to a mobile wireless platform. Clapton 
discloses a system wherein in mobile units (mobile telephones) can send and retrieve 
data via Unstructured Supplementary Services Data (USSD) messages or Short 
Message Service (SMS) messages on a signaling channel on a GSM network (column 
5 line 47 - column 6 line 13). Kouznetsov discusses an embodiment of his virus 
signature update system, which deals with any form, including but not limited to local 
area networks (LANs) and wide area networks (WANs), but states "any number of 
networks may be included" (column 3 lines 33-38). Wireless communication is a well- 
known networking connection medium, and therefore, it is obvious that the virus 
signature update system presented by Kouznetsov can be extended to a wireless 
environment. Sending the update on a signaling channel would have also been obvious 
in light of Clapton's statement, "another benefit for the mobile system is that by the use 
of USSD a signaling channel can be used, instead of a traffic channel" and further 
Clapton states, "the use of a signaling channel is therefore a much more efficient usage 
of the spectrum capacity" (column 5 lines 35 - 46). Therefore it would have been 
obvious to combine the virus update mechanism in a wireless environment of 
Kouznetsov with the method of sending updates over a signaling channel using USSD 
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messages of Clapton, in order to be able to transmit virus updates to wireless clients in 
a GSM network while maintaining a more efficient usage of the spectrum capacity. 
Furthermore, the Kouznetsov-Clapton combination does not teach "concatenated" SMS 
return messages that update the mobile station when the signatures in the database of 
the anti-virus server differ from the signatures stored in the mobile station. Kouznetsov 
discloses sending updated signatures when the version (signatures) of the mobile 
station are not up to date, and the anti-virus server can send the update in response to 
an update request of the mobile station. However, Kouznetsov and Clapton are silent 
on using "concatenated" return messages to send virus signatures updates. Latva-Aha 
uses concatenated Short messages (C-SMS) to transmit image data over a mobile 
communications network (paragraph 53). Latva-Aha is analogous art to the system of 
Kouznetsov-Clapton as both systems transmit data using SMS over a mobile 
communications network. It would have been obvious to use concatenated SMS 
messages transmit the virus signatures, because as stated in Kouznetsov, the virus 
signatures updates are usually in the form of .DAT files (column 6 lines 45-52). 
Therefore, if there are a plurality of virus signatures needed to be updated, a single 
SMS message cannot hold the information. Therefore, it would have been obvious to 
one of ordinary skill in the art at the time of invention to use the concatenated SMS 
messages of Latva-Aha to transmit the updated virus signatures to the mobile station "in 
order to transmit a larger amount of information (Latva-Aha: paragraph 52). 
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Conclusion 


Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 571- 
272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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